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APEC Data Privacy Pathfinder:  Proposed Work Plan

1.  Implementing Cross-Border Privacy Rules 
As encouraged by Leaders and Ministers, the APEC Data Privacy Subgroup is working toward the goal of developing and implementing an accountable Cross-Border Privacy Rules (CBPR) system within APEC.  These CBPRs are key in implementing the APEC Privacy Framework. 

The aim of a fully operational CBPR system is to protect the personal information of an individual no matter where in the APEC region that personal information is transferred or accessed.
2.  The Data Privacy Pathfinder

The APEC Data Privacy Pathfinder highlights five key objectives:

1. Conceptual Framework Principles

2. Consultative Process 

3. Practical Documents 

4. Implementation 

5. Education and Outreach    

As agreed to in the Data Privacy Pathfinder, participating economies will work together to create implementation frameworks for CBPRs by pursuing multiple projects that work toward achieving this set of objectives.   
Recognizing that APEC economies are at differing levels of development and implementation of privacy frameworks within their economies, participants will take part in pilot projects that they choose and that are appropriate to their economy.  

Economies that have expressed support for the Data Privacy Pathfinder are not taken to have endorsed any specific project of the multiple projects being pursued under the Pathfinder.  Nor does this support obligate an economy to participate in any particular project.  An economy’s expression of support is for an overarching approach to developing and implementing a CBPR system.  Economies may then consider whether they are able to support and participate in the development and implementation of any specific projects.  
3.  Work program for the Pathfinder

The work program for the Data Privacy Pathfinder includes a number of projects grouped across the categories of self-assessment, compliance review, recognition/acceptance and dispute resolution and enforcement (these categories being the four elements of a CBPR system identified by the ECSG Data Privacy Subgroup).  
An initial list of the more detailed projects within those categories will include, among others:

· self-assessment guidelines

· trustmark guidelines

· compliance review of CBPRs

· directories of compliant organisations

· contact directories for data protection authorities and privacy contact officers

· templates for enforcement cooperation arrangements

· templates for cross-border complaint handling forms

· guidelines and procedures for responsive regulation in CBPR systems, and

· an implementation pilot program.
As the Pathfinder progresses, projects may be modified or added to the work program to ensure that the initiative is meeting the needs of APEC member economies and stakeholders, as well as continuing to meet the objectives of the Pathfinder.  

Appropriate project management processes will be developed to clearly identify and manage relevant projects that work toward achieving the Pathfinder objectives. This will assist in maximising the potential for innovation and coordination across the multiple projects. 

4.  Assisting in achieving Bogor Goals and other Leader and Minister priorities
The Data Privacy Pathfinder, through both its processes and deliverables, will enable APEC economies to better understand how to apply the APEC Privacy Framework to achieve responsible and accountable cross-border information flows and effective privacy protections without creating unnecessary barriers to trade.
The Data Privacy Pathfinder supports the Bogor Goals by enabling global information flows in an accountable framework. That framework in turn supports global economic growth while enhancing trust and confidence in those information flows.  An accountable framework for global information flows will also facilitate trade by providing greater flexibility in the location of systems and processes that support business needs and enable consumer services and customer support.  These frameworks will thus enhance and lower the cost and complexity of compliance.  
As noted in the Data Privacy Pathfinder document, this Pathfinder initiative is in support of the direction set by both Leaders and Ministers in their 2006 Leaders’ Declaration and Annual Ministerial Meeting Statement.

The work plan integrates the APEC principles of voluntarism, comprehensiveness, consensus-based decision making, flexibility, transparency, open regionalism and differentiated timetables for developed and developing economies to implement.  
5.  Participation and Communication
Participation by a broad range of economies at various stages of development of the projects is essential as a capacity building priority of the work plan.  An outreach strategy is planned to ensure that non-participating economies are provided both information related to participation as well as opportunities to participate.  This outreach strategy is intended to include appropriate workshops and development guides.  
Each element of the work program will be associated with a communication strategy to ensure that a sufficiently broad audience is reached and that the communication is tailored and accessible to all.
6.  Stakeholders 

Business has been an active stakeholder in developing this process.  Other stakeholders have included representatives from consumer advocate and privacy interest groups.  In addition to delegates from economies, there will be a wide range of stakeholder consultation, including with: the private sector, regulators, relevant agencies, civil society and subject-matter experts. Part of this capacity building function will include outreach through appropriate workshops and development guides. The multi-stakeholder nature of this process will further assure that outreach is broad-based and designed to address the concerns of the broad range of stakeholders.
7.  Timeframes and Evaluation
Some projects will commence on launch of the Data Privacy Pathfinder. Others will commence at later stages and will build on earlier project outcomes and learnings.  
Indicators for measuring the progress will be built into the project management plan of the projects.  These indicators may include: the successful completion of identified milestones; the successful implementation of discrete projects, including for example, the proposed pilot testing project of the CBPR system; revision of projects where necessary;  the participation by additional economies in projects; and the successful interaction of projects within the system.
Projects undertaken should be scheduled for review at the first Data Privacy Subgroup meeting in 2008.  Evaluation of both projects and the implementation and achievement of the Pathfinder objectives will be ongoing.  The Pathfinder will be reviewed on an annual basis from 2008 and annual progress reports prepared. Individual projects under the Pathfinder may have shorter review periods.
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